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What is TotalView?
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« MPI, PVM, Others o E E e K
— Remote Debugging ' ' '
— Memory Debugging
capabilities
 Integrated into the
debugger
— Powerful and Easy GUI
« Visualization

— CLI for Scripting
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Supported Compilers, Distributions and
Architectures

« Platform Support

— Linux x86, x86-64, iab4, Power

— Mac Power and Intel

— Solaris Sparc and AMD64

— AIX, Tru64, IRIX

— Cray X1, XT3, IBM BGL
« Languages / Compilers

— C/C++, Fortran, UPC, Assembly

— Many Commercial & Open Source Compilers
« Parallel Environments

— MPI (MPICH1 & 2, LAM, Open MPI, poe, MPT, Quadrics,
MVAPICH, & many others )

— UPC



Message Queue Debugging

« Message Queue
Graph

« Message Inspection

« Cycle detection
— Find deadlocks




e Cluster Architecture
— Single Front End (TotalView)
« GUI and debug engine
— Debugger Agents (tvdsvr)
« Low overhead, 1 per node
« Traces multiple rank processes

— TotalView communicates
directly with tvdsvrs
« Not using MPI
« Optimized Protocol

« Provides: Robust, Scalable, Minimal

Interaction

TotalView Parallel Debugger
Architecture for Cluster Debugging

IED Totawview

Compute Nodes

TotalView starts a
set of Lightweight
debugger servers

Interface Node
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Subset Attach
Processes to Attach To- @ showing, 2 itered, 4 tota)
ettaches Rank “*TRREEEST Hot
 TotalView does not need
to be attached to the
entire job
— You can be attached to
different subsets at different Al
times through the run I —

 You can attach to a subset, Talking to Rank:| &l
run till you see trouble and
then 'fan out' to look at more
processes if necessary.

— This greatly reduces
overhead

« There is a danger of missing
things
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Compute Node

Service Node
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Login Node/Front End —

TotalView Parallel Debugger
Architecture for the Cray XT3
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Application code

Library code

Catamount kernel

tvdsvr

Kernel

I— \ TotalView
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Memory Debugging with TotalView

« Application runs with a component called the
Heap Interposition Agent (HIA)

« NO source code modification

« Usually engaged automatically by TotalView

— simple as starting the application under TotalView and
enabling Memory Debugging in the GUI

— sometimes more explicit steps are required

« Monitors the application's interactions with the
Heap Manager

+ Integrated with the Debugger
— data displays annotated with information from the HIA

— error and event notification
— view the current state of the heap, compare with earlier state

e Low overhead
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Enabling TotalView Memory
Debugging on the Cray XT3

« Cray XT3 Compute Node executables are
statically linked

— executable must be linked with the HIA:
« CC -g app.c
« CC -0 app app.o -Lpath -Itvheap xt3 -Ignalloc
« Normally a parallel job is started using the yod
launcher:
« yod -sz=256 app

« Instead, start TotalView on yod:
« totalview yod -a -sz=256 app



L Toraview
Integration with TotalView ---
Pointer Annotation

Based on information from the HIA

ShOWS =i addr - main - 1.1 BE
File Edit View Tools ‘Window Help
— Allocated . I
Exprassion: | addr Addrass: | Oxbfffid 114
— Allocated Interior e - | | et |
_ Deallocated 0X080496d0 (Dangling) - = 0=00000000 (0 | |
_ Dea”0cated |nterI0r File  Edit :iiew Tools  Window Help ‘
JiK ] MEIEE
Expression: | misaddr Address: | Oxbfffd110
- CorruptEd Guard i Iype:Iint" l | Details...|ﬂ|
Walue
BIOCk(S) 0x080496ed (Dangling Interior) - 000000000 (0]
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Memory Debugging with TotalView

« Heap Manager API Errors

 Read-before-Write --- reading uninitialized data
« Use-after-free --- dangling pointers

« Bounds Errors

 Leaks



Fhl TotaLview

TECHNOLOGIES

Heap Manager API Errors

« HIA monitors calls to the Heap Manager
« Checks arguments and return values
° Updates its tables v Memory Event Details - filterapp - 1.1 *

A Frogram attempted to deallocate an already deallocated block

e CheCkS for errors, eogo: Elock Information
| D=0E04b00E 171 bytes D=0E04h 00|
— Double free() .

- f r ee( ) interior Flags: none
Block Backirace Information

—_ f r e e ( ) un known Select the desired tah below to see the block allocation or deallocation

hacktrace. Backtrace information may not akvays be availahle. Examine the
Frocess Window to see the paint at which the application stopped due to the

— real l oc() errors event

Backirace

- Invalld allgnment D Function Line # | Source Information
L
- CheCkS guards (more |ater) free fopttoalwarksiotalview 517 .0-3/inux-<86...
double_free al fhomefdemouserimemory/main.cxx
o gno ] main 76 fhomesdemouser/memarymain.cx<
° NOtlfleS TOtaIV|eW __libc_start_main Albtis/libE 50,6
_start fmntfaltishomesdemousermemory/linu=-=a...

Point of Allocation | Point of Deallocation I

Cloze | Yiew in Block Properies windowl Help |
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Event Filtering

 Notification can be restricted to a set of events of
interest

Allocation Failed An allocation call failed or the address returned is...
Douhble allocation Allocator returned a block already in use: heap m...
Double free Program attempted to free an already freed block

Free interior pointer Program attempted to free a block incorrectly, via...
Free notification & block for which notification was requested is be...

RERKEE

Guard corruption The guard areas around a hlock have been overw...
Invalid aligned allocation requestProgram supplied an invalid alignment argument t...

Misaligned allocation Allocator returned a misaligned block: heap may ..

Realloc notification & block for which notification was requested is be...
Realloc unknown hlock Program attempted to reallocate an address not i...

Termination notification The target is terminating, memoary analysis can he...
Unknown error Some unknown error has occurred




IED Totawview
Read-before-Write --- Reading
Uninitialized Data

 Program reads from a newly allocated area before
initializing its contents

« Can be difficult to find because a program may
have worked in the past, or appears to fail non-
deterministically

e Trivial example:

mal l oc ( sizeof ( *red ) );
r ed- >val ue;

snooker ball t “*red
I nt val ue

current _score += val ue;
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Painting

The HIA can paint blocks on
« allocation

. File Edit  Miew Tools  Window Help |
« deallocation I M|
o Expression: | “{a_red_ball) Address: | 0<05043010 |
—_ Palnt Pattern Iype:|s|nnnker_hall_t | Details...|ﬂ|r
Type “alue
e defaults are i int Oxdeal 10cf (- 559569745)
. double -B.61916034707535e+147
Uﬂllk@ly values double ~5.519166249443758+147
. int Oxdeal10cf (- 559869745)
i Can be CUStOmIZEd =<string= * Oxdeal10cf -= <Bad address: Oxdeal10cf=
— Look for pattern
— Trigger fault on
dereference

— Intended to provoke noticeable and consistent
numerical errors in arithmetic, or trigger exception

— Temporarily fix problem



Use-after-Free --- Dangling Pointers

Application continues to use a block after it has
been released back to the Memory Manager

« Confusion over block ownership in complex
codes with many libraries

« Can be difficult to find because point failure may
depend on when block is reused

« TotalView can help:
— annotations on data displays
— painting
— tagging
— hoarding
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Tagging and Hoarding

« Tagging
— tag an allocation so that when it is passed to the Heap
Manager for reuse, an event is raised

— use when you know which block is being used-after-free, but
don't know where the block is being freed
« Hoarding

— released blocks are not immediately passed to the Heap
Manager for reuse, but retained by the HIA

— allows the application to run safely for a while after the
premature deallocation
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Bounds Errors

TotalView can help find certain bounds errors by
adding guard regions to allocations

— optionally 'pre' and/or 'post' guards

— sizes and patterns can be specified

— alignment constraints are preserved

« Guards checked by the HIA when a block is
deallocated

— if a guard is found to be have been corrupted, an error is
raised

« Full guard check can be initiated at any time from
TotalView

« Choice of patterns may trigger errors earlier (ala
painting)
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Bounds errors/...

a The guard areas around a block have been overyritten, sugoesting a
.t pounds error

Block Infarmation

| nrnE04c0Es &4 butes OHOED+00a7T |

Status: Allocated

Flags: |Qperation in Progress

Block Backirace Information

Select the desired tab below to see the block allocation or deallocation
backirace. Backtrace information may not akvays be available.
Examine the Process Window to see the point at which the application
stopped due to the event

Backtrace
|m] | Functian I Line # I Source Information |
-4
—malloc 143 malloc_wrappers_dlopen.c
Bjcorrupt_data
—main 126 main.cwe=
—__libc_start_main libc.s0.6
L _start filterapp d
Source fhomesdemouser/ memory/main. cxx
fd slZe = Th;
T4
73 f allocate some arrays, =]
76 p0 = {int %y malloci size * sizeof int ) 3;
Fr
K=} ng = fint ™1 malloci” size ® sizeofi int 1 : L
I i

Foint of Allocation [ Foint of Dieallocation ]

Close | “Wiewy in Block Properties windnwl Help
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Leaks

Application deletes, or overwrites the last
reference to a block before releasing the block

« Memory can no longer be accessed by the
program, and cannot be reused by the Heap
Manager

« Confusion over block ownership in complex
codes with many libraries

 Performance loss, increase in resource usage
« TotalView can help:
— find leaks

— heap reports and analysis
— heap state comparisons



Leak Detection

 Performed by TotalView at the request of the user

« Performs analysis similar to the first phases of a
'Mark-and-Sweep' Garbage Collector

« Conservative --- will not report anything active as
a leak
 Results presented in TotalView's Heap Views:

— Heap Graphical View
— Heap Source View



Heap Graphical View

File Edit Miew Actions Tools Window Help

!

—Options

Configuration | Leak Detection | Heap Status

7 Leaks _| Guard Blocks _| Baseline

remory Usage

Memary Compare |

) |v| I Leaked Block

filterapp

|
[
|DxDBD4b934 - 0<03087000 (237.70KB)

Heap [nformation IElacktracefSDurce |

— Cwerall Totals

—aselected Block

— Related Blocks

Category |Elytes |Cnu

Property Walue

Category |Elytes |C0unt|

Heap 301.55KB 192

F-OAllocated TA.98kE
OFilterad I}
EUnfilterad  73.95KB

F-ODeallocated  6B5.E1KE

r-EAGuard Blocks I}

I Hoarded I

Ei

—Start & 0=08051310
H—End Ad.. 0<08051b0f
- Size a12
—Type Leaked
r-Pre-gu... Uncorrupted
Paost-g... Uncorrupted
—Filtered Mo

L [Backtr.. 131k

Backirace ID 13 125.00kB

F-OAllocated A4 00kB
OFilterad a
EUnfiltered | 64.00KB

-ODeallocated

p-EAGuard Blocks

I Hoarded

Ei

TOTALVIEW

TECHNOLOGIES
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Heap Graphical View/...

[

el
£

TJ Configuration | Leak Detection | Heap Status IMemnry Usage | hemary Compare |
& — Options
‘_ [T Detect Leaks | Relative to Baseline 28 | 'l [ Leaked Block jl g |'| [ < |
| | fiterapp(11574) i
Ll
il
L
1 |DxDBD4b934 - 0x0809c000 (321.70kE)
:3‘ I N N S S S N
:,_l BN |
L Memory hlock:
& Type allocated
% Te—— Filtered No
. Start Address  0x0504c968 -
g Heap Information | Backt
“ F SR Eng sodress  0xnanaddcr
+ | —Owverall Totals—| Backtrace I 3
- Point of allocation: A
{5\ Categary File stl_alloc.h N
ol i+E Corrupted Gua tethod __default_alloc_template:_S_chunk_alloc
'}- p-MCeallacated Line 4390
£ - Guard Blocks Guard Blocks: B
L k- Hoarded Mone
i ¥-ILeaked
4 OFiltered L Backtrace... 13 E}l]Hnarded
Unfiltered DLeaked ¥
< =
i -
4
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Heap Source View

T
_:__[ Configuration | Leak Detection ‘ Heap Status IMemnry Usage | temary Compare
%
% | ~DataSource Options
},( 4 Allocations « Deallocations « Hoard ’7|- Leaks _| Baseline
i1
fi;]ux Process Bytes / |Count Begin Address End Address
T m-filterapp 164.32KB 793
m m-myClassE.cxx 151.50KB 7
< - myClassBinit 131.00KB 259
4 B Line 36 126.00KB
)i e 3 30065 -——
f} Black 3 1024 005071100 0080
; Block 2 1024 1 0x08071arfd 0x0807
‘ Block 1 1024 1 0x08030ef0 0x0803
g E-myCassB:imyQa...  Z0.50KB a1z i
) I ™
f{ Backirace | Source -
d ID  |Function Line # | Source Informatic | | ~fmyClasss o
m-12 28
i — mallos 143 malloc_wrappers_| | 29 |}
o mimyCassBuinit | 33|myClassB.cxx IR
ij — myClagsB:myClassh 11 myClassB.cxx 31 |void myClassB:init(void) {
— main 19 main.cx 32 J
{ — __libc_start_main libc.50.6 T
i — _start filtera
K - i 34
""-l} k1 Frovfimt i icrizne i T ]
| I = F
4




Heap View Filters

TOTALVIEW
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» Filter views so that only blocks with certain

properties are shown

Filter name:

— Exclude data matching
“* any of the following

~ all of the following

_| Share filter

Evaluate
4 allocation focus entry only

« all backtrace entries
Add |

Property

The

Class Mame
Function Mame
Line Mumber
size (bytes)
Count

PC

Operator
P Remove |
cantains

s
3

above.

evaluated in the order shown, using the settings

To improve performance, place the condition that will remove the most entries at
the top of the list.

Cancel
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Filtered Heap Graphical View

.L[J Configuration | Leak Detection | Heap Status IMemury Usage | hMemaory Compare |

ﬁk__ — Options
tj I” Detect Leaks _| Relative to Baseline R 'l [ Leaked Block _"rl bl | "’l [ ey |
¢
g IU.’\UUUq'U-:‘\Jq = UALLDL LUl o S UnG |
.
",
{

:i\_? P~
% | Heap Information | Backtrace/Source
",
;3 — Owerall Totals U—Selected Block [J—Helated Blocks
< r r
}_-.?" Category Froperty Yalue Category
; Heap L Start Addr..  Ox030543al Backirace ID 23
‘\'{H - allocated —End addr... 0=050549c7 m-N] Allocated
:_ri m-E Corrupted Gua — Size 39 m-E Corrupted Gua
T"?. - Deallocated —Type Deallocated M Deallocated
"“‘L_ B Guard Blocks | —Filtered Mo B Guard Blocks
gr DI Hoarded L Backtrace... 23 r-EIHoarded
E F-DLeaked i rH-ELeaked o
B s s
l,/
*
pt



Heap Comparisons

« At any point, save the state of the heap, including:
— allocated and deallocated blocks
— leaks
— guard states
— full stack backtraces and source code snippets
« Read in at a later time
— process may have terminated

« Compare different snapshots
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Heap Comparisons/...

FEile Edit Wiew Actions Tools Window Help

Process et !/ Configuration | Leak Detection | Heap Status | Memory Usage | Memory Compare I
Process ',
L zrlliel Job g JoapLin: i —Data Source———— —~Process Comparisons
li'_ fork_loopLinux A Allocations Deallocatians Session 1 1041005 04:59 Prd
v ession 1: |a :
o fork_loopLinux.1 3o ) 71 Reverse
fark_loopLinx v Leaks © Lloehe Session 2: |ﬂlterapp(31163) =/ o
L fork_loopLi
fork_loopLinus Eytes Bytes Bytes Count Count Count
Frocess ) ) . . ) .
F- fork_ooplinuxz Session £ | Session 1| Difference | Session 2| Session 1 | Difference
L fark Inaninux* E’—ﬂlterapp 325.40KE 1612 323.83KB) 1568 5 1583
L fork_JoopLinuwx3 ffork_loopLinux.z. 1083588004 305.00KE 0 305.00KB 1544 0 1544
P10 31131 ASTA.CHK 3.00KE 0 9.00KB 18 0 18
_ -stl_alloc.h 6.63kE a 6.69KB 3 0 3
filterapp(31163) B main. e 4.71KB 0 471KB 23 0 23
—  free_doubleLinux(31161) Bk i, Cot 0 sag _588 0 3 -3
- iy Class & cx 0 1024 -102 0 2 -2
S = e
—iGenerate View ———— Sesgion 1 Source | Session 2 Source
|| GBource Yiew v |
_| Enable Filtering ‘l
Generate Wiew | H|
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Try it Yourself!

« Kick the Tires

— Sign up for a 15 day evaluation at http://www.totalviewtech.com

e Get more Info

— Full Documentation available on line at
http://www.totalviewtech.com

— Watch a webcast at http://www.totalviewtech.com
 Introduction to TotalView Source Code Debugger
 Introduction to Memory Debugging

— Contact us at info@totalviewtech.com


http://www.totalviewtech.com/
http://www.totalviewtech.com/
mailto:info@totalviewtech.com

